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[Our feviewi réatfitms our belief that.the valnerabilifies.and risks associated

with the use-of Blackberiies in‘the Mahogany Row considerably outweigh 1.4E)
the convenience their-use ¢an addito staff that have acoess to the unclassified 1.4(G) |
OpenNet system: on their desktops. v | B1

- ' |Wie.also worry about

the-éxample that using Blackberties in Mahogany Row might set as we. strive to
promote ¢rueidl security: practlcee{ and énforce important security standards among
State: Derpartmént staff. .

Ascan alfergative, we suggdst that S work with S/BSSTRM o piske aceess
to the- Secreta:y sOpenNet accouht on her désktop workistation as-easy and
convenient as possible: For- example, we:dre happy to-work with IRM te lerigthen
or evén eliminate the time-out furlction to allow the Secretary’s, Special Assistant
to log-on to review her emails an schéduies

While we cannot. recomme:pd using Blackberiies inside the Mahiogany Row

/e do net want to* stand in the way.of issuing Depantment ‘Biackbeiries to | 1 jég))
the Secretary and her senior staff for use oiitside Mahogany Row. These. :

Blackberries can be synchronized with your OpenNet Microsoft Outlook-actounts, _ )

provide full eellular; e<mail, and iptemet functionality, and-provide uhctassnﬁed
_.m mqblle technology when you are.away fromMahogany Row:

1 Cahhot stress 100 strongky ‘howeyer, that any. mdassxﬁedBlackben’y,Js . S
P hnghly nerable:in any.setting to-remotely and covertly monitoring’ conversationsye - -~
' retnevmg e-malls' “and. cxplmhng calendars Tam attachmg repoms from DS’s
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| tained by Judicial

|n.e atch, Inc. via FOIA '
il e . SECRET/NOFORN .-
bo-2= . . )
Office of Gomiputer Security’s Cyber Threat & Analysis Division that give further
background on these fisks. | 1.4(E)
1.4(G)
B1
If, after considering the vulnerabilities-that I describe above.and the
alternative's that I'propose, the Secretary- determines that she wants a limited ;
‘number.of staffto use Blackberries in the Mahogany Row jl jgg)) i
B1 .
Attachments: ' : )p
"Tab 1 - Bxterpts fiom DS/CS/CTAD Reports on Blackberry Vulnerabilities: '
Tab 2 1.4(C)
Tab.3 —New York Times Article: “Obama’s Phisne Security and Yours” ] -j@
Tab 4 — Washington Poist Article: “Your Cell agd. Your Berry: Tools for the KG)
Bnbiie” B1
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DS/C/ST - B7(C)
Cleared:  DS/DSS —G. Starr( l;)
DS/SU/CS — M.Hoiland (ol
DS/SL— D.Reid (ok
DS/€ — P.Donovan {ok)
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